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Abstract: At present, the management of organizations is dominated by efforts to integrate
management systems, based on risk management. The introduction of digitization and the
application of appropriate methodological tools make it possible to optimize key processes
and information flows, increase data reliability and thus support management decision-making.
This article describes the development and current trends in the management of organizations,
analyses the principles of management, and approaches to maintenance management (MM),
with respect to the requirements of Industry 4.0 (MM4.0). Based on this analysis, and through
two research questions asked, it qualitative evaluates the effects of the nine basic pillars of
Industry 4.0 on the implementation of a comprehensive approach in management systems,
draws attention to the gaps of misunderstanding or non-use of appropriate tools in process
management as well as in maintenance management. Finally, it presents a consideration of the
development of new comprehensive management concepts integrated into a comprehensive
management system in the Industry 4.0 environment, and through positive responses to RQs it
creates space for further research in the field of MSI4.0 and MM4.0.
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1. Introduction

The arrival of the 4th Industrial Revolution (hereinafter 14.0) has become a
phenomenon in the management of industrial organizations. The whole company
focuses on new trends in the use of production technologies, their digitization, and
data processing to streamline information flows and create a broad approach to their
use [1]. Changes related to its implementation can be positively assessed as rapid
decision support, continuous monitoring of the state of production (operation), control
of information, replacement of strenuous and harmful human labor, reduction of
emissions and environmental impacts, and higher customer satisfaction (transparency
by involving them in monitoring product production processes) [2].

Of course, the expected result is a reduction in costs and an increase in profit,
with a long-term sustainable existence in a market environment, within the identified
business framework. However, everything that is "ideal" at first glance brings with it the
risk of disappointment, even a threat to the objectives set [3]. The idea that it is possible
to manage the whole organization (enterprise) from one office is applicable only at a
certain time, under certain conditions, and in a certain space [4].

At present, management systems issued in the form of ISO standards have been
given a clear, almost "constant form" (called High Level Structure — HLS) [5], which is
based on practical experience, long-term monitored, and verified. The responsibility
of the management is declared by its obligation to consider all threats and hazards
arising from its business activities (i.e. external and internal influences) and to assess
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the risks or opportunities (Risk-based Thinking, RbT).
Each management system must be designed and
managed to comply with the PDCA cycle (Pan-Do-
Check-Act), implement a process approach, and
must be described by identical steps (chapters) to
address a specific area of management (e.g. quality,
occupational health and safety, environment,
energy consumption, tangible assets, etc.).

The purpose of this article is to provide answers
to the following two research questions (RQs):

» RQ1: Is the requirement of ISO standards for “integrated

management” in line with the concept of 14.0?

» RQ2: Does 14.0require a change in maintenance management?

2. Experimental Section

Opening up the space for management decision
based on risk assessment gives some freedom,
but above all increases the responsibility for the
measures taken to manage them. Without correct
information, the analysis of risks, their assessment
and, most importantly, the subsequent adoption
of relevant, effective, and efficient measures is
complicated [6].

The identification of processes (managerial,
main, supporting, external, internal) creates a map,
which must be clearly described, serves to identify
threats/hazards, and thus locate sources of risk.
Without the collection of information from each
process, its elements, based on their importance
for management and the subsequent assignment
of information about the requirements for these
processes, it is not possible to talk about effective
management [7].

The PDCA cycle is the basis for sustainable
management and improvement of processes
and the entire management system. At each
step, the information must be assigned to the
level of management and the objectives set. It is
important to combine the planned requirements
- the objectives of management with the control
of their fulfilment in the stage of product/service
implementation, their evaluation, and subsequent
approval or recording of the change.

The last characteristic in management systems
is the requirement for their uniform structure
(10 identical chapters). The advantage is that the
collection and assignment of information has an
equalname of locationin the system structure, which
allows the integration of management systems,
individual activities based on risk assessment and

Acta Mechanica Slovaca
Journal published by Faculty of Mechanical Engineering - Technical University of Kosice

organizational objectives. Different management
systems have different histories in organizations, but
when integrating them, it is essential that business
objectives are supported by their integration and
maintained for a long time (business continuity) [8]
- see Figure 1.

Returning to the first research question (RQT)
asked whether the current trends in management
systems are in accordance with the requirements of
14.0, or more precisely, whether 14.0 supports current
trends in management systems, the answer is clearly
"yes". By opening up risk-based management,
this area becomes strongly dependent on data
collection, evaluation and information management
in a dynamic way. Horizontal and vertical digitization
(networking), cloud applications for data storage,
the ability to process large amounts of information
in real time (Big data), machine communication
(M2M) ensuring process continuity is exactly what
fully supports the integration of management
systems based on risk assessment.
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Figure 1: Integrated management system structure based on
HLS (Source: own research).

The policy and thus the business objectives
of 14.0 are strongly oriented towards stakeholders
in the given business environment, therefore the
structure of the management system 14.0 (MSI4.0)
using 9 basic pillars, must create a framework
using general principles of management such
as Customer focus, Leadership, Engagement of
people, Process approach, Improvement, Risk-based
decision-making, Relationship management.

By assigning the functions of the 9 pillars of
140 to the individual principles, it is possible to
Create a certain idea of MSI4.0 and thus support
the response to RQ1. These pillars, or even building
blocks [9] are defined as: loT (Internet of Things);
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Table 1: Function of the 9 pillars of 14.0 and the principles of management.

ni.  Principle of management 1.Pillar ~ 2.Pillar ~ 3.Pillar ~ 4.Pillar ~ 5.Pillar ~ 6.Pillar  7.Pillar ~ 8.Pillar  9.Pillar
loT AR (4 BD AS (¢ AuS AM Sl

1. | Customer focus S S S S S S S S S

2. | Leadership w W w w W W W W S

3. | Engagement of people W S W W S W S W S

4. | Process approach S S S S S S S S S

5. | Improvement S S S S S S S S S

6. | R-based decision making S S S S S S S S S

(RbD)
7. | Relationships management W S W W S W W W S
Assessment S/W/N* 4/3/0 | 6/1/0 | 4/3/0 |4/3/0 |6/1/0 |4/3/0 |5/2/0 |4/3/0 |7/0/0

*S - Strong; W - Weaker; N - Not affect.

Augmented reality (AR); Clouds Computing (CC); Big
data (BD); Advanced simulation (AS); Cyber security
(CS); Autonomous Systems (robots) (AuS); Additive
Manufacture (3D printing) (AM); System Integration
(horizontal/vertical) (SI). The impact of their function
on management principles may have a strong,
weaker or no relationship (S - Strong, W - Weaker, N
- Not affect) see Table 1.

loT or Cyber-Physical System (CPS) consists of
objects with embedded or connected technologies
that allow them to capture the required data,
collect them and use them for a specific purpose.
Their importance depends on the objectives and
is conditioned by their analysis. The function of
this pillar is of great importance for improvement,
process management and risk prevention, as it
allows to obtain a large amount of data in a short
time and thus capture important changes. Where
there is a greater influence of the human factor in
decision-making, its function can be assessed as
weaker.

The function of AR is to transform digital content
through a device such as a mobile phone or special
glasses. The ability to verify certain situations
increases the chances of preventing risks or seizing
opportunities (RbD), increasing the confidence
of management, customers, and employees,
optimizing process management. This function
has a weaker effect on the leadership skills of the
organization and their relationships.

CCis a function that is related to the security or
storage of large amounts of data. It requires careful
management of the "data warehouse', usually by
an external service. CC has a significant impact on
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process management, improvement and risk-based
decision making. CC has less influence on leadership
and engagement of people. However, the amount,
selection, and manner of data storage can affect
customer focus.

The function of BD is to enable the collection
and analysis of large amounts of data. Given the
uncertainty in RbD, the important question is which
data are important and which are less important for
process management and improvement, the impact
of this feature is strong. However, management
decisions, engagement of people and leadership
are less affected by this function. However, when
focusing on the customer, BD may have some
competitive advantage.

The essence of the AS function is the creation
and use of complex algorithms and their testing
for the purpose of effective project management,
improvement and process management. The
impact is significant in these areas. Similarly, it can
affect the relationship with employees, especially
when implementing new processes or dealing
with dangerous situations, the relationship with the
customer and Risk-based decision-making.

CSis a function that is of great importance also
regarding the functioning of all other pillars of 14.0.
Infrastructure security is a critical business factor. It
has a significant impact on process management,
reliable and timely information important in
customer retention, improvement, and Risk-based
decision-making. CC has less influence on leadership
and engagement of people or in terms of affecting
these features of management, CC will only become
apparent in connection with the occurrence of



incidents.

AuS is crucial when increasing performance.
Robots and collaborative robots make work easier
and increase an organization's ability to meet
customer requirements. However, there is still a
sensitive issue of acceptance, e.g. collaborative
robots by employees, therefore this function has a
strong influence on the engagement of people.

AM-3D printing is often used for prototyping,
speeding design cycles and reducing costs. The
function of additive production is more flexible
design and development of new products,
process improvement, increased efficiency, higher
independence in procuring simpler spare parts.
It has an impact on process management and
improvement, customer satisfaction and prevention
of production losses or errors. The impact of this
function on leadership, engagement of people and
relationship management is lower.

Ninth Pillar - System integration: The integration
has a significantimpact on connecting suppliers and
customers with processes in the organization. Such
a complex horizontal and vertical interconnection
affects leadership, ability to determine the vision,
policy and objectives of the organization. It also has
a strong influence on the engagement of people at
different levels and positions.

Tab. 1 clearly shows, that the RbD requirement
has a strong link to the individual pillars of 14.0,
which supports the necessity to perceive risks in the
Industry 4.0 management concept. This confirms
the positive assumption for question RQ1.

3.1. Position of Maintenance Management in 14.0

14.0 and its technologies also have a significant
impact on maintenance management. The question
is, what is the impact and what is expected from this
management. The European Federation of National
Maintenance Companies EFNMS [11] has been
trying to support this area at least since 2000 by
issuing standards (under technical committee CEN
/ TC 319: Maintenance), currently there are eight.
Will it be possible to apply the same management
principle and its tools as with changing technologies
and elements/pillars 14.0?

The methodology of analysis of critical
equipment is actually in maintenance management
the basis for the correct and effective setting of
maintenance strategies, i.e. such a level of care that
with appropriate prevention it is possible to prevent
those failures which at critical devices (e.g. type A)
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represent a significant loss for the management of
the organization, i.e. hazard to the objectives set.

The predictive maintenance strategy has its
place wherever the information on the condition of
the equipment must be under control continuously
(on-line) or regularly (off-line). From the point
of view of the possibility of data collection and
evaluation, predictive maintenance seems to be the
most suitable strategy supporting 14.0, on the other
hand, 14.0 technology opens up a large space for this
approach (e.g. application of sensors to measure
vibrations and temperature at the same time).

However, there are several questions, and
unfortunately the ideas of some technology
suppliers 14.0, about the so-called self-learning
machines in real operation. This means that it is
best to let the machine go into a fault (for critical
machines into an "emergency failure"), process a
large amount of data by implementing sensors
(sticking them on the machine).

If we look at the definition of maintenance
management (standard EN 13306 [12]), which says
thattheyareallmanagementactivitiesthatdetermine
the objectives, strategies and responsibilities within
maintenance are implemented through planning,
management and control, improving management
methods with respect to on economic aspects, then
14.0 must also perceive maintenance management
in this context.

The crucial elements of 140 maintenance
management are:

— Maintenance management integrated into management systems
and built on a risk basis - a proactive approach.

— Maintenance strategies - about more than 80% supporting
predictive tools (e.g. vibro-, tribo- and, thermo-diagnostics [13]) in
new companies, or when representing a larger number of new robotic
workplaces (see IS0 11161, 1S0/TS 15066, IS0 10218-1).

— (Change of communication with equipment suppliers, requirements
for data monitoring, preparation of measuring points (QR code, NFC
chip), implementation of sensors, method of evaluation and their
online processing.

— FEducation and training of managers, foremen and maintenance
technicians to support the ability to understand the output of
monitored data, their sorting and processing in order to decide on
planned maintenance activities and its improvement.

— Providing communication, testing and evaluation tools to support
decision-making and management of maintenance activities and
their connection with relevant existing systems in the organization.

With the arrival of 14.0, several definitions have
appeared in an effort to describe the new position
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and requirements for MM, such as: "eMaintenance
(or e-Maintenance, eM) can be described as the
area of maintenance where technology is used
to provide decision support for operations and
maintenance, through the application of advanced
information technology" [14] or under [15] eM "can
be considered as a philosophy supporting the move
from fail and fix maintenance practices to predict
and prevent strategies - pro-activity concept”.

Maintenance  Management 40 (MM4.0)
contains a holistic view of data sources, methods
of connection, methods of collection, methods of
their analysis to predict future failures of function
/ performance of assets and prescribing the most
effective preventive measure [16].

The authors A. Cachada et al. [17] consider 14.0
Maintenance as such a type of architecture of an
intelligent and predictive maintenance system,
aligned with Industry 4.0 principles, that considers
the advanced and online analysis of the collected
data for the earlier detection of the occurrence of
possible machine failures, and supports technicians
during the maintenance interventions by providing
a guided intelligent decision support.

According to [18] (Bokrantz et al, 2019) Smart
Maintenance (SM), it is managing maintenance
of manufacturing plants in environments with
pervasive digital technologies.

Smart Maintenance according to [19] represents
a decision support system (SMDSS) providing
additional automation for a predictive maintenance
plan for equipment.

4. Conclusions

The 9 basic pillars as the 14.0 framework require
the creation of appropriate structures to support
integrated (holistic) management. In the context of
research question RQT1, it is necessary to point out
the strong relationship between the requirement
of Risk-based management and the strategy
and policy set by the organization. Systematic
management of the organization is not possible
without considering the threats / opportunities that
will occur in the future. Pointing to the connection
of management principles with the 14.0 pillars
(Table 1) is only an initial consideration, based on
an analysis of the current state [20], structures and
requirements for the integration of management
systems. Assessments of the impact of individual
pillars on management principles showed the

18 | VOLUME 25, No. 1, 2021

strong impact of the three pillars of Augmented
Reality (AR), Advanced Simulation (AS) and System
Integration (SI). Their functions can be significantly
influenced by the management systems in the
organization implementing 14.0. Therefore, it is
very important to gradually focus in the future on
finding a new approach in the management of the
14.0 organization, which will offer a comprehensive
framework in the 14.0 - MSI4.0 environment. In a
comprehensive evaluation, it is also possible to
identify the strong impact of risk perception as
one of the requirements of management systems
on pillars of the 140 management concept, thus
supporting the assumption of RQ1.

Similarly, in industrial organizations the state of
implementation of 14.0, respectively. requirements
for the implementation of MM4.0 (eM, SM) is a very
challenging issue related not only to the availability
of 14.0 technologies (9 pillars [9]) but also priorities,
options and especially the ability of management to
apply appropriate tools and technologies to monitor
the state of core asset or critical asset/equipment
[22, 23]. Not all current design solutions, whether
robotic workstations or integrated manufacturing
systems, meet the requirements for comprehensive
online monitoring. The design and development
of these devices is still in the development stage
and communication between the operator and the
manufacturer is on an individual basis, where it is
assumed that the operator has an idea and need for
data processing and evaluation, i.e. on eM solutions
[24].

Therefore, the answer to the second research
question RQ2 (Does 14.0 require a change in
maintenance management?) is clear. Yes, MM4.0 is
an important element of 4.0, it requires a change in
structure, and even its role will grow with an effort
to define and create MSI4.0.
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