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1. Introduction

The DIRECTIVE 2006/42/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 17 May 2006 on machinery demands: The manufacturer of machinery or his au-
thorized representative must ensure that a risk assessment is carried out in order to
determine the health and safety requirements which apply to the machinery. The ma-
chinery must then be designed and constructed taking into account the results of the
risk assessment.

By the iterative process of risk assessment and risk reduction, the manufacturer or his
authorized representative shall:

m determine the limits of the machinery or technical system, which include the intend-
ed use and any reasonably foreseeable misuse thereof,

m identify the hazards that can be generated by the machinery and the associated
hazardous situations,

m estimate the risks, taking into account the severity of the possible injury or damage
to health and the probability of its occurrence,

m evaluate the risks, with a view to determining whether risk reduction is required, in
accordance with the objective of the Directive,

m eliminate the hazards or reduce the risks associated with these hazards by applica-
tion of protective measures.

The Directive 89/391 - OSH “Framework Directive” of 12 June 1989 on the introduc-
tion of measures to encourage improvements in the safety and health of workers at
work - “Framework Directive” contains principles concerning the prevention of risks,
the protection of safety and health, the assessment of risks, the elimination of risks and



accident factors. These are obligations for employ-
ers.

The employer shall e.g.:

Evaluate all the risks to the safety and health of
workers, inter alia in the choice of work equipment,
the chemical substances or preparations used, and
the fitting-out of work places.

Implement measures which assure an improve-
ment in the level of protection afforded to workers
and are integrated into all the activities of the un-
dertaking and/or establishment at all hierarchical
levels.

Take into consideration the worker's capabilities
as regards health and safety when he entrusts tasks
to workers.

To identify the risks which lead to unsafe situa-
tions he should use risk assessment methods.

2. Risk Management is Specific to the
Organization and its External and Internal
Context

The process is tailored to suit the organization
and its internal and external context, taking into
accounts the organization's external and internal
culture, needs, resources, criteria and objective.

The organization’s risk management process may
also need to change, if the organization changes,

Risk management is dynamic, iterative and re-
sponsive to change.

Risks change, new risks emerge and others de-
cline.

As events occur and essential risk control activ-
ity takes place, the knowledge in the organization
changes. Risk management is not a “one pass” pro-
cess and the “monitoring and review” step acts to
ensure that the organization’s risk controls reflect
the current situation.

3. Risk Management for Technical Systems

Technical systems are planned as determinate
systems. Only foreseeable and intended system
behaviour is taken into account when the system
is designed. Experience has shown, however, that
technical systems also have a stochastic behaviour,
i.e. external influences and/or internal modifica-
tions not taken into consideration in the design
result in unintended changes of the system’s be-
haviour and properties. The period of time until
the unintended changes in behaviour and/or fre-
quently also in properties occur cannot be accu-
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rately determined, it is a random variable.

Technical systems (e.g. machines) are intended
to perform numerous functions and at the same
time be safe.

It is assumed that, when present on a technical
system, a hazard will sooner or later lead to harm if
no protective measure(s) is (are) taken.

Protective measures are a combination of the
measures taken by the designer and the user.

Measures which can be incorporated at the de-
sign stage are preferable to and generally more ef-
fective than those which are implemented by the
user.

The human being and his influence on safety
have to be taken into account in safety-relevant
considerations as well ("human factor”).

The safety of a system is given when there is no
occurrence of function or action sequences with
hazardous effects for people and/or property.

To identify the risks which lead to unsafe situa-
tions one uses risk assessment methods.

One shall take the following actions,in ~ t h e
following order : specify the limits and the intend-
ed use of the technical system; identify the hazards
and associated hazardous situations; estimate the
risk, for each identified hazard and hazardous situ-
ation; evaluate the risk and take decisions about
the need for risk reduction; eliminate the hazard or
reduce the risk associated with the hazard by pro-
tective measures.

The first four above indents are related to risk as-
sessment.

The system analysis is the basis of all hazard anal-
yses, which includes examination of the system
functions, in particular of the performance goals
and admissible deviations of the ambient condi-
tions not influenced by the system, of the auxiliary
sources of the system, of the system components
and of the organization and behavior of the sys-
tem.

Geographical arrangements block diagrams, ma-
terial flow diagrams, information flow diagrams, en-
ergy flow diagrams etc. are used to depict techni-
cal systems. The objective is to ensure the required
safe behavior of the technical systems by design
methods, at least during the required service life
and at intended use.

Having identified the various hazards that can be
generated by the technical system, one shall esti-
mate the risk for each hazard, as far as possible on

79



the basis of quantifiable factors, and finally decide
if risk reduction is required as a result of the risk
evaluation.

For this purpose, one shall take into account the
different operating modes and intervention proce-
dures.

Risk assessment is a series of logical steps to en-
able, in a systematic way, the examination of the
hazards associated with technical systems.

Risk assessment includes: risk analysis (determi-
nation of the limits of the machinery; hazard iden-
tification; risk estimation) and risk evaluation.

Risk analysis provides the information required
for the risk evaluation which in turn allows judge-
ments to be made on the safety of a technical sys-
tem.

Risk is a combination of a probability of occur-
rence and associated unwelcome outcome or im-
pact of a risk element

Risks of unwelcome events are determined on
the basis of the experience (e.g. catalogue of mea-
sures) with technical systems.

Unwelcome events are source conditions of pro-
cesses and states, processes and states themselves,
effects and influences of processes and states
which can result in harm to persons or property.
Accordingly, the unwelcome event can be defined
as a single event or an event within a sequence of
events

Unwelcome events are looked for in process and
functional sequences, work, action and organiza-
tional procedures, ambient conditions.

The expected frequency of occurrence of an
event leading to harm is determined by e.g.: the
probability of the occurrence itself, the duration
and frequency of exposure of persons (if appli-
cable, of objects) in the hazardous area, e.g. ex-
tremely seldom (e.g. repair), seldom (e.g. installa-
tion, maintenance and inspection procedures),
frequently and very frequently (e.g. constant inter-
vention during each working cycle), the influence
of users or third parties on the risk of an event.

The extent of harm is determined by, e.g.: the
type of harm (harm to people and/or property),
the severity of harm (slight/severe/fatal injury of
persons or corresponding damage to property),
the number of people or objects affected.

Human factors can affect risk and shall be taken
into account in the risk estimation. This includes,
for example: interaction of person(s) with the sys-

tem including correction of malfunction; interac-
tion between persons; stress related aspects; ergo-
nomic effects; capacity of persons to be aware of
risks in a given situation depending on their train-
ing, experience and ability.

Risk estimation shall take account of the reliabil-
ity of components and systems. It shall: identify the
circumstances which can result in harm (e.g. com-
ponent failure, power failure, electrical disturbanc-
es); when appropriate use quantitative methods to
compare alternative protective measures; provide
information to allow the selection of appropriate
safety functions, components and devices.

Those components and systems identified as
providing safety functions need special attention.

Risk evaluation is the next step. It is a process of
comparing the estimated risk against given risk cri-
teria to determine the significance of risk, where
risk criteria are terms of reference by which the
significance of risk is assessed. This can include
associated cost and benefits, legal and statutory
requirements, socio-economic and environmen-
tal aspects concerns of stakeholders, priorities and
other inputs to the assessment.

The risk treatment is the consequence of the as-
sessment. It is a process of selection and imple-
mentation of measures to modify risk. It has the
possibilities of risk optimization (process to mini-
mize the negative and to maximize the positive
consequences and their respective probabilities),
risk transfer (sharing with another party the benefit
of gain, or burden of loss, for a particular risk), risk
retention ( acceptance of the burden of loss , or
benefit of gain, from a particular risk).

Risk reduction methods: inherently safe design
measures by limiting the actuating force to a suf-
ficiently low value so that the actuated part does
not generate a mechanical hazard; limiting the
mass and/or velocity of the movable elements,
and hence their kinetic energy; limiting the emis-
sions by acting on the characteristics of the source;
measures for reducing noise emission at source
(see ISO/TR 11688-1); measures for reducing the
emission of vibration at source include e.g.; redistri-
bution or addition of mass and change of process
parameters, e.g.  frequency and/or amplitude of
movements; measures for reducing the emission
of hazardous substances include e.g. use of less
hazardous substances or use of dust reducing pro-
cesses, measures for reducing radiation emissions



include e.g. avoiding the use of hazardous radia-
tion sources, limiting the power of radiation to the
lowest level sufficient for the proper functioning of
the machine, designing the source so that  the
beam is concentrated on the target, increasing the
distance between the source and the operator or
providing for remote operation of the machinery.

Functional safety is part of the overall safety that
depends on a system or equipment operating cor-
rectly in response to its inputs.

The challenge is to design the system in such
a way as to prevent dangerous failures or to con-
trol them when they arise. Dangerous failures may
arise from:

m Incorrect specifications of the system, hardware
or software;

m Omissions in the safety requirements specifica-
tion (e.g. failure to develop all relevant safety func-
tions during different modes of operation);

m Random hardware failure mechanisms;

m Systematic hardware failure mechanisms;

m Software errors;

m Common cause failures;

m Human error;

m Environmental influences (e.g. electromagnetic,
temperature, mechanical phenomena);

m Supply system voltage disturbances (e.g. loss of
supply, reduced voltages, re-connection of supply).

In automated plant and processes, automation
systems take on the tasks of monitoring safety as
well as their process control functions.

The failure of individual components may lead to
undetected malfunctions of the automatic system
- even to complete failure.

Such individual components are e.g.. sensors,
signal and data transmission paths, interface cards,
central processor unit, positioners and their power
supplies.

The Safety Instrumented System (SIS) must be
designed in such a way to assure significantly high-
er reliability and availability.

In practice, implementing one or more, or a com-
bination, of the following techniques, can achieve
this: redundancy (multiplication of elements/sys-
tems); diversity (of redundant components whose
operation is based on different principles in order
to avoid common-mode failures); voting modules;
reliability; identification of passive failures.

The automation system tasks that ensure plant
safety are:
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m Data acquisition of plant conditions (sensors)

m /dentification of critical states (by checking mea-
sured variables against limits, comparing desired
and actual conditions, monitoring their behavior
over a period of time, etc.)

m Annunciation of critical conditions (alarm, re-
cording)

B Ensure automatic intervention

W Prevention of erroneous operator intervention

Plant safety may be enhanced, by implementing
additional monitoring functions.

They include interlocks and alarms, which are ac-
tivated when limit values are exceeded:

m Limit values fixed by equipment specification
(critical limits)

m Limit values determined by product to be pro-
cessed in the equipment

m Tighter limits during critical process steps if nec-
essary

m Automation system malfunctions.

Power down conditions: failure of any utili-
ties supply or form of auxiliary power such as the
normal electrical supply, the emergency electri-
cal power supply, compressed air, instrument air,
cooling media, etc. must not cause the plant to be
driven to a potentially dangerous state.

Failure of any power supply does not necessarily
drive the plant to a safe state but is to be analyzed
as a potential hazard in the risk analysis.

In automated plant it is not only the normal op-
erating states that must be described, but also the
abnormal states, particularly the power down con-
ditions and the safety states, must be defined.

Information about the criticality and reliability
considerations has to be collected within the risk
analysis (search for hazards, risk evaluation, design
of measures). The description of measures must
always include the failsafe position of elements in
order to define SSS* (Software Safety State) and
HSS* (Hardware Safety State) once the Risk analysis
is complete.

The safety states can be divided into hardware
and software safety states.

The difference is that within software safety
states all actions and controls are driven by ap-
plication software, while within hardware safety
states all actions are achieved with bypassing of
the control system.

The impact of the control system on the process
is interrupted by disconnecting the power supply
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to the output interface cards

The disconnection of the interface power sup-
ply is often sufficient for chemical processes, but
in machine-controls (e.g. packaging lines) it is re-
quested to disconnect the power supply with the
main-switch, driving the “zero energy state” (e.g.
thyristor controllers with high-voltage power sup-
ply with a malfunction in the control are active).

The Hardware safety state is considered to be the
highest safety level of a plant and protects primar-
ily persons and equipment.

In the HSS all digital and analog outputs which
operate actuators ( valves, actuators, motors), must
be reliably uncoupled from the ,Basic Process Con-
trol System”

The actuators may not be automatically re-cou-
pled by the ,Basic Process Control System” after
the problem causing the HSS has been resolved.
For this an operator initiated coupling operation is
necessary.

Several software safety states with different pur-
poses may be defined and called upon during a
process sequence.

When SSS is activated it usually aims at keeping
the process interruption as short as possible.

For this reason, columns, scrubbers and essen-
tial services should be separated from the rest of
the process and kept operational in closed circuit
rather than being shutdown.

The structure of ,machine-systems” show the
importance of the safe function of the control sys-
tems

A control system is a device, or set of devices to
manage, command, direct or regulate the behavior
of other devices or system.

There are two common classes of control sys-
tems, with many variations and combinations:
logic or sequential controls, and feedback or linear
controls.

An automatic sequential control system may
trigger a series of mechanical actuators in the cor-
rect sequence to perform a task.

In the case of linear feedback systems, a control
loop, including sensors, control algorithms and ac-
tuators, is arranged in such a fashion as to try to
regulate a variable at a set point or reference value.
Open-loop control systems do not make use of
feedback, and run only in pre-arranged ways.

The challenge is to design the system in such
a way as to prevent dangerous failures or to con-

trol them when they arise. Dangerous failures may
arise from: incorrect specifications of the system,
hardware or software; omissions in the safety re-
quirements specification (e.g. failure to develop all
relevant safety functions during different modes of
operation); random hardware failure mechanisms;
systematic hardware failure mechanisms; software
errors; common cause failures; human error; envi-
ronmental influences (e.g. electromagnetic, tem-
perature, mechanical phenomena); supply system
voltage disturbances (e.g. loss of supply, reduced
voltages, re-connection of supply).

The performance levels can be applied to: safety-
related parts of control systems as protective devic-
es (e.g. two-hand control devices, interlocking
devices), electro sensitive protective devices (e.g.
photoelectric barriers), pressure sensitive devices;
control units (e.g. a logic unit for control functions,
data processing, monitoring etc.); power control
elements (e.g. relays, valves etc); control systems
carrying out safety functions at all kinds of ma-
chinery, from simple (e.g. small kitchen machines
or automatic  doors and gates) to manufactur-
ing installations (e.g. packaging machines, printing
machines, presses).

4, Conclusion

Finally risk analysis is the systematic use of infor-
mation to identify sources and to estimate the risk

It includes source identification (process to find,
list and characterize sources) and risk estimation
(process used to assign values to the probability
and consequences of a risk).

Risk management is methodical and uses rec-
ognized methods that ensure that the results are
repeatable and reliable.

Risk management is part of decision making.

Risk Management can help prioritize actions. It
provides an objective and effective way to distin-
guish between alternative courses of action and
thus helps decision makers to make choices.

Ultimately it can help with decisions on whether
risk is tolerable and whether risk controls will be
adequate and effective.

Risk management leads to the optimisation of
risk control and maximization of net benefit.

Risk management is transparent and understood
by all interested parties through their inclusion and
involvement in the process.

Risk analysis provides the information required



for risk evaluation which in turn allows judgments
to be made on the safety of the machinery or plant
under review. Risk assessment relies on judgmen-
tal decisions.

Risk assessment shall take into account:
the phases of system or plant life; the limits of
system or plant including the intended use (both
the correct use and the operation of the techni-
cal system or plant, as well as the consequences
of reasonably foreseeable misuse or malfunction);
the full range of foreseeable uses of the technical
system (e.g. industrial, non-industrial and domes-
tic) by persons identified by sex, age, dominant
hand usage, or limiting physical abilities (e.g. vi-
sual or hearing impairment, size, strength); the an-
ticipated level of training, experience or ability of
the foreseeable users such as: operators including
maintenance personnel or technicians, trainees
and juniors, general public, exposure of other per-
sons to the hazards with the machinery where it
can be reasonably foreseen.

The following principles apply to design:
Service life, safe life, fail safe and tamper proof de-
sign. Design ensuring service life safety has to be
chosen when neither the technical system nor any
of its safety-relevant partial functions are allowed
to fail during the service life envisaged. This also in-
cludes that components for partial functions need
to be exchanged at previously defined time inter-
vals (preventive maintenance).
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