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ABSTRACT

The risk management requires, apart from the acceptance of generally valid statu-
tory requirements, the observance of basic principles related to this process. Those
are, above all, the principles characteristic for different types of organization/system,
the sphere of its influence, number of employees, and/or the knowledge advance-
ment related to the company objectives. At present time, the standard ISO 31 000
forms the basic platform but this standard underlines only the primary (compulsory)
requirements and does not concentrate on specific procedures that are necessary to
be observed in cases of new or emerging risks at certain premises with smaller num-
ber of SME employees. To simplify the implementation of health and safety legislation,
as well as the process of integrated risk assessment with regard to new and emerging



risks, the SMEs should create certain general rules
and a succession of steps.

This contribution presents the proposal of method-
ology based on the ISO 31000 principles; however,
it provides more complex view on the risk assess-
ment in selected small and medium enterprises.
To verify its efficiency, several industrial premises
were selected, in which the verification has been
performed, and subsequently the remedies and
precautions were suggested for its successful im-
plementation into practice.

1. Introduction

Integrated risk management requires the accepta-
tion of legal requirements and the understanding
of risk management basic principles, now described
by the Standard 1SO 31000. How to build integrated
model which integrated emerging and existing risk for
SME was one of the partial goal of 7RP project called:
INtegRisk (duration of the project is from 2008-2013),
which covers 69 partners from more than 24 coun-
tries. Authors of article are members of task which
lead this issue (73.1.07).

The category (Figure 1) of micro, small, and medium
enterprises consists of companies employing less than
250 employees and whose annual turnover does not
exceed EUR 50 million and/or balance sheet amount
does not exceed EUR 43 million [1, 2].

Inside the SME category, a small enterprise is de-
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fined as a company employing less than 50 employ-
ees and whose annual turnover and/or balance sheet
amount does not exceed EUR 10 million. Micro en-
terprise employs less than 10 persons and its annual
turnover and/or balance sheet amount does not ex-
ceed EUR 2 million.

Information from Labor inspectorates suggested
that consulting and education should be directed at
small and medium enterprises more markedly. Most
cases of not-observing the requlations can be found
at small and medium enterprises.

The Council conclusion dated July 20th, 2007 on
Community new strategy for health and safety at
work invites Member States to rapidly implement the
recently adopted Community Strategy 2007-2012 on
health and safety at work, which will strengthen the
overall approach to well-being at work and prelaunch
prevention policies and improvements for workers in
order to decrease the number of job-related injuries
and occupational diseases, especially in sectors with
their higher occurrence. The quality and degree of
employees’ working life and health protection repre-
sent employers” and state’s cultural, social, and eco-
nomic consciousness. Improvements can be achieved
especially by employers” precautions and concrete
programs aimed at the improvement of working and
at the elimination of risks and factors conditioning
Jjob-related injuries, occupational diseases, and other
injuries to health [3].

Requirements
Legislation, Documentation, Methods, Procedures, Control and Assessment

<

Micro Small Medium
Sorto 10 — — 200 or to 250
50 employees
employees employees

e

Result

Loyalty, Image, Number of accidents and injuries, Working environment, Profit

Fig. 1: Categorization of micro, small and medium enterprises [2]

The causes of problems in SMEs can be defined follow-
ing:

m Unawareness of and indifference to valid legisla-
tion,

m L ack of health and safety experts,

m Deliberate non-abiding by the rules,

m Lack of funds,

m Investments to safety considered “burden’,

m Poor awareness and knowledge of the solution
of concrete problems,

m Lack of knowledge of risk assessment methods
and tools.
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Observing the valid legal requirements is one of
the key aspects of health and safety management,
as well as that of emerging risk. Creating an effec-
tive tool for integrated risk management in SMEs
is a demanding task. The position of SMEs in com-
petitive environment can be unambiguously im-
proved by enhancing the legal awareness of com-
pany management, by deepening the knowledge
of the mutual connection between health, produc-
tivity of labor, and working environment, and by
the provision of knowledge of tools and methods
improving health and safety at work.

2. Risk Management Principles

Risk management according to ISO 31000 [5]
means coordinated activities to direct and control
an organization with regard to risk.

Similarly, risk management policy is defined as a
statement of the overall intentions and direction of
an organization related to risk management. Risk is
defined as an effect of uncertainty on objectives.

The process of integration of management systems
to achieve set goals is now understood as the in-
tegration of components/subsystems based on
their common characteristics. In terms of efficient
management, important role is played by their in-
tegration based not only on common characteris-
tics but also on the relations between them, which
form these characteristics.

It follows from these definitions, that for effective
risk control it is important to specify the compa-
ny objectives on strategic level and their tactical
management on company’s lower levels (process,
workstation).

Emerging risk by the EU-OSHA describes any oc-
cupational risk that is “new" or “increasing”.

By “new”is meant that:

a) the risk did not previously exist - New Internal (NI)
and caused by:

B new processes (Pn),

mnew technologies (Tn),

mnew types of workplace (W),

m social or organizational change (Snv/On),

b) a long-standing issue is newly considered a risk
emerging due to changes in social or public percep-
tion (Sne) — (New External - NE),

¢) new scientific knowledge allows a long-standing is-
sue to be identified as a risk (Kn).

The risk is “increasing” — (1):

a) number of hazards leading to the risk is growing
(RH)),

b) likelihood of exposure to the hazard leading to the
risk is increasing (exposure level and/or the number of
people exposed), (RHr),

c) effect of hazard on workers’ health is getting worse
(seriousness of health effects and/or the number of
people affected), (RHa).

In general, the principle of risk control comprises
respecting the following fundamental steps:

Risk analysis and Risk assessment

m Determination of the object boundaries.

m ndentification of threats and hazards, determina-
tion of likelihood and consequences.

mRisk estimation as a combination of Probability
(P) and Consequences (C).

m Risk evaluation.

m Risk assessment (acceptability, tolerability).

Risk control

Establishment of measures, i.c. determination of bar-
riers according to legislative requirements and in-
ternal regulations (ALARP system = As Low As Rea-
sonably Practicable).

The selection of suitable methodology for risk as-
sessment and control is based on:

m Effectiveness and simplicity of algorithm.

m Extent covering the scope and required func-
tions of assessed system/operations.

m Comprehensibility.

m Transparent accessibility of conclusions.

m Feedback possibility.

Especially the matrix notation (the simplest is the
3x3 form for probability P and consequences C) is
commonly used for quantitative, semi-quantitative,
and quantitative risk analysis is used in practice, for
the purpose of transparency and adherence to ba-
sic algorithm steps.

For the purpose of health and safety at work
management, the equation stating the risk as a
combination of two parameters P (Probability) and
C (Consequences) is used. Sometimes additional
parameter can be added (so called extended risk
definition) The third parameter can be Frequency,
Exposition or possibility of Averting. Nowadays,
the implementation of requirements to assess the
probability of human error (i.e. not only the failure
of assessed system functionality) arising from BS
OHSAS 18001 standard.

According to the manual IRM (A Structured Ap-
proach to Enterprise Management), the Risk man-



agement process is presented as a list of coordi-
nated activities, represented by 7Rs and 4Ts [www.
theirm.org]:

m Recognition or identification of risks

m Ranking or evaluation of risks

m Responding to significant risks

Tolerabe  (To)
Treat (Tr)
Transfer (Tf)
Terminate (Te)

m Resourcing control
m Reaction planning
m Reporting and monitoring risk performance
m Reviewing the risk management framework.

3. SME Integrated Risk Management
Methodology

Proposed methodology is based on the intersec-
tion of two areas that can be sources of existing
and emerging risks, following from the layout of as-
sessed system and its activities (holistic approach).
It is based on the Risk Radar philosophy (T-techno-
logical, E-environmental, S-Socio-Political, Ef-Eco-
nomic/Financial, R- Regulatory/Legal), and on the
method applied to Emergent risk by Bryan Richard-
son and Peter Gerzon (IRM — Institute of Risk Man-
agement) [6, 71.

In order to make the methodology of integrated
risk assessment more effective and to adhere to
the legal requirements for SMEs, the methodology
for the step of threat identification was divided
into two groups:

Table 1: Hazards divided into seven specified areas

n. Hazards /topics  Description

I Socio-Political

11 Political Related to changes in political
systems (change of gover-
nment) or the activities of

political representatives.

1.2 Direct Public
Pressure

Public activities, e.g. protests
boycotts that may affect
political and legal decisions
and processes.

I. Regulatory-Legal

111 Legal Related to various ways of
penalizations in cases of

exceeding certain limits in

given areas.
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1.2 Regulatory Changes and requirements
given by government decre-
es, legal statutes, agreements
and their influence on com-
pany activities or objectives.

M. Illegal activity — security

1.1 Security Means to protect life and pro-
perty in short- and long-term
prospect, terrorism.

1.2 Criminal Various forms of criminal acti-

Activity vities, thefts, deceptions.

IV. Design, Operation, Maintenance

VI Technology New technologies and mate-
rials, availability of information
and scientific studies.

V.2 Engineering | Application of means to
prevent failure states and
securing of functional requi-
rements during the life cycle
of object (service/project)

V.3 Requirements | Communication and specifi-
cation of requirements, e.g. in
the design stage during the
life cycle of object (service/
project).

Environmental

Vi Environment | Influences of environment,
climatic changes, changes of
environment due to human
activities influence.

VI. Economical/Financial

VI Financial and | National and international

Economic financial changes (e.g. ex-
change rate variation, prices
of products and services).

VII. Human Factors

VILT Culture Level of organization culture,
ways of management, moti-
vations.

Vil.2 Human Human errors occurrence,

Factors possible occurrence of delibe-
rate and unintentional errors.

VIL3 Knowledge Level of education, training,

lack of knowledge and experi-
ence in given field/activity.

1. Micro and Small enterprises (Mas - Micro and Small) with the
number of employees up to 20 — Table 2.

2. Small and Medium enterprises (SaM - Small and Medium)
with the number of employees over 20 — Table 3.
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Of course, the choice of tools depends on the ex-
tent of activities and graveness of danger (e.g. stor-
age of larger amount of dangerous substances).

For Mas, the criteria for the identification of emerging
risks were simplified (see emerging risk by EU-OSHA) as
follows:

a) new hazards without sufficient knowledge and ex-
perience and the support of valid legislation (N- new),
b) likelihood of exposure to the hazard leading to the
risk is increasing (exposure level and/or the number
of people exposed), partial and/or no legislation or
knowledge (RHr),

¢) effect of hazard on workers ™ health, environment,
property is getting worse (seriousness of health effects
and/or the number of people affected), partial and/or
no legislation or knowledge (RHc).

Criteria for the management of existing risks are sec-
tioned as follows:

a) existing full legislation support, availability of stan-
dards and instructions, case studies (LaS — Legislation
and Standards),

b) defined by legislation but unavailable manuals
or methodic instructions how to manage it, imple-
mented working instructions (LaW — Legislation and
Workorders),

¢) existing but not fully implemented legislation re-
quirements, unavailable manuals or methodic in-
structions how to manage it, unimplemented internal
instructions (L - legislation).

Table 2: Classification of hazards according to the type and identi-

fication of emerging risk for Micro and Small enterprises Ma$S

Hazards /topics

l. Socio-Political
11 Political Emerging-Eg  Existing - Ex
N LasS
RHpi LaW
RHa L
1.2 Direct Public  [saslSigelly Existing - Ex
Pressure
N LaS
RHpi LaW
RHci L

Emerging - Eg  Existing - Ex

The definitions of criteria for the determination
of probability or exposition were based on the fol-

lowing assumptions:
A. Long lasting danger - 3,
B. Danger limited to certain time - 2,
C. Danger occurs rarely or only during irregular activities
-1.

The following areas and weights of impact (from
1 to 3 for each) were defined for consequences
(Tables 4).

Table 3: Classification of hazards according to the type and iden-

tification of emerging risk for small and medium enterprises SaM

Hazards /topics

Socio-Political
11 Political ... |saaElfe]iale} Existing - Ex
- Eg
IV. Design, Operation, Maintenance
VI | Technology [NsaatEe]igte} Existing - Ex
- Eg
PN Noise
TN Vibrations
Wi Radiation
SN/ON Mechanical
SNE Electrical
Kn Light factors
Heat and
RHI cold
Slipping, fall
Emission of
dangerous
RHpi materials
and substan-
ces
Fire/explo-
RHai sion
Lightning
V.2 | Engineering Existing - Ex

Table 4: Consequences/Impacts of risks identified in seven Areas

A Consequence  Description

L. Delay Danger influences the supply/deli-
very of service
II. Refusal to Danger can cause the loss of
proceed customer




Danger can influence specified
limits

lll. | Change Limit

IV. | Disaster Danger can cause major accidents
affecting people, environment,
property

Loss of function influences the

V. | Operational

Failure performance and availability of
plant/organization
VI. | Lifetime Danger affects the lifetime of ob-
Failure ject as well as the stated objectives

VII. | Finance/Com-
mercial

Danger affects the planned costs,
can cause unwanted losses

Standard type 3 x 3 risk matrix has been selected
according to stated criteria for probability and con-
sequences of evaluated risk — Figure 2.

Consequence
1 2 3
o |1 1 2 3
E 2 2 4 6
£
el 3 3 6 9
Criteria Measure
1,2 Eg | Low risk, no measures required — the process of

monitoring and regular revaluation based on the
monitoring of available information

Ex | Low risk, no measures required — the process of
monitoring

3,4 Eg | Medium risk — tolerable level, consider the need to
reduce the risk according to the intensity of
probability and/or consequences growth

Ex | Medium risk — tolerable level for a certain time
depending on the intensity of probability and/or
consequences growth, the need of legislative
support, possibly creation of internal standards,
regular checks and evaluation of available
information and experience (Best practice)

6,9 Eg | High risk — unacceptable level, immediate measures
needed to reduce or eliminate it, inevitable
legislation support, intensive acquiring of new
knowledge and experience essential for further
operation/advancement

E

kel

High risk — unacceptable level, immediate measures
needed to reduce or eliminate it, inevitable
legislation support (Gap Template Action Plans)

Fig. 2: Risk matrix for existing and emerging risk management

4. Conclusion

The application of proposed model for SMEs
proved the possibility to categorize existing and
emerging risks and to perform their integrated as-
sessment. The integrated approach to its manage-
ment and control, i.e. adopting measures covering
the largest possible range of identified hazards, is a
bigger problem. Appropriately chosen structure of
KPI (Key Performance Indicators) and their specifica-
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tion related to stated company objectives can be of
help during this decision making.
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